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Risk of terrorism
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Background

 Increasing risk v increasing focus 

 Sri Lankan cricket team attack - 2009

 Algerian Oil Refinery – Jan 2013

 Boston Marathon – April 2013

 Tunisia Beach Attack – June 2015

 Davis Cup (Ghent) - Nov 2015

 Paris Concert / Stade de France attack – Nov 2015

 Bastille day massacre – July 2016

 Manchester Arena – May 2017

 Westminster/London Bridge – March/June 2017

 Finsbury Park attack – June 2017

 Others

 Highly unpredictable but foreseeable

 Civil and criminal liabilities?
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Civil Liabilities - Negligence Claims Under UK Common Law

1. The Claimant must show that the Defendant owed them a

duty of care

2. The Claimant has suffered injury through breach of that duty. 

3. Additionally the Claimant must show that the type of loss or 

injury for which damages are being claimed was 

foreseeable. 

4. Therefore, the greater the known risk of Terrorism the 

more foreseeable it is and the more onerous a duty will fall 

upon the employer. 

Duty of the Employer
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No express civil legal duties specific to security/terrorism risk 

(yet).
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Criminal Liabilities - Health and Safety Compliance

 Under the Health and Safety at Work (etc..) Act 1974 employers have general legal 

responsibilities inc: 

1. To take all reasonably/practicable steps to ensure the health, safety and welfare of their employee 

(s.2 HSWA). 

2. To conduct undertakings in such a way as to ensure, so far as is reasonably practicable, that 

persons not in their employment who may be affected thereby are not exposed to risks to their health 

and safety (s.3 HSWA)

 British Science Museum – the risk of harm

 Enough that they have exposed a person (employee or person not in their employment) to 

risk

 Real not fanciful risk
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Relevant Case Examples

 Algerian Attacks: Families of the deceased terror attack on the BP gas station in Algeria brought civil claims 

against BP following a coroner’s report that criticised the security of the gas station. Following this, disputes regarding 

the insurance cover have arisen and whether the contractors were considered ‘an employee’, and the extent of the 

insurance policy coverage (where accidental death and dismemberment, medical expenses, corporate kidnapping 

and extortion were allegedly included).  

 Tunisian Beach Massacre: Civil claims brought by the victims and families of the deceased against Thomson and 

TUI, the tour operator. 

 Westminster Bridge Attack: Civil claim brought by one of the injured victims of the attack against Enterprise Rent-A-

Car and the company’s insurer Zurich. 

 Manchester Arena Attack: An ongoing public inquiry established by the Home Secretary to investigate the deaths of 

the victims of the 2017 Manchester Arena attack. Civil claims being brought.
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Prevention of Risks

 The case examples will be very relevant with regards to establishing how far 

organisations/governing bodies/employers are expected to go in ensuring their regulations 

and standards are suitable and met in the UK and overseas.

 Organisation should take “reasonable steps” to guard against risks:

1. Clear and sensible rules and procedures which are adhered to;

2. Requiring that there are suitable and sufficient risk assessments of the security and terrorism risk 

and sufficient control measures to reduce those risks;

3. Robust vetting of competencies by a skilled and security risk competent person;

4. Utilising expert security risk advisers either internally or through an external third party. 
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New ‘Protect Duty’

 New law requiring owners and operators of public spaces and venues to put in place measures to keep 

the public safe from a terrorist attack

 Reflect lessons learned from 2017 terrorist attacks 

 E.g. physical security, training, incident response plans, mock exercises

 Breach – civil enforcement and reputational damage

 Currently in consultation phase
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Home working
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Key Legislation

Health and Safety at Work, etc.. Act 1974 Section 2 (employees) – Ensure, so far as reasonably 

practicable, the health, safety and welfare of employees at work, and also of persons other than their 

employees 

The Management of Health and Safety at Work Regulations 1999

Regulation 3(1) - duty on an employer to carry out a suitable and sufficient risk assesment of: 

(a) the risks to the health and safety of his employees to which they are exposed whilst they are at work; 

and 

(b) the risks to the health and safety of persons not in his employment arising out of or in connection with 

the conduct by him of his undertaking

Regulation 5(1) – Every employer shall make and give effect to such arrangements as are appropriate

Question: How much of the home office and work have you assessed?
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HSE Guidance on home working

(Part 1)

Requirements for Employers

 Employers have the same health and safety responsibilities for home workers as for any others 

Display Screen Equipment 

• For those working at home on a long-term basis, a workstation assessment should be carried out 

• However, employers do not need to ask employees working at home temporarily to carry out home 

workstation assessments, but should provide workers with advice on completing their own basic 

assessment 

• Employers should try to meet needs in relation to specialised DSE where possible.  For some equipment 

(keyboards, mouse, riser), this could mean allowing workers to take this equipment home

• Although many workers who began working from home during at the start of the pandemic may have 

been considered to be doing so on a temporary basis, it is now arguable that we are moving to a 

position where those workers are now, in fact, working from home permanently.
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HSE Guidance on home working

(Part 2)

Mental Health

The HSE acknowledges that home working can have an impact on people’s mental health – being away 

from managers and colleagues can make it difficult to get proper support. 

Recommendations for Employers

 Employers should require homeworkers to carry out their own DSE assessment at home by way of a 

checklist and discuss it with them to ensure it has been done properly (Zoom/Teams) 

 Employers should provide workers with such workstation equipment as the assessment shows is 

required to reduce the risk as low as reasonably practicable 

 Advise homeworkers on how to mitigate risks – regular breaks, avoiding static postures, stretching 

 Keep in touch with homeworkers and ensure regular contact to make sure they are healthy and to 

identify signs of stress as early as possible. 

Question: What about broader situational risks?
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ACAS Guidance on home working 

• Open communication between employers and employees is key – discuss: 

• What can/cannot be done from home? 

• Who wants to work from home? 

• Encourage employees to raise concerns and discuss how to handle them 

 Clear policies need to be in place in relation to: 

• Work equipment and technology, including: 

 How to report issues 

 How the employer will monitor use 

 Data protection rules 

 What to do if a device is lost or stolen

 Having a standalone home working policy will also help everyone to know: how risk assessments will 

be done; who provides/pays for equipment; and how remote workers will be managed

 ACAS has a template homeworking policy on its website that may be useful 
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Next steps for employers 

 Carry out risk assessments by: 

 Giving home-based employees basic training on risk assessments to enable them to carry out an 

initial review

 Doing an initial assessment virtually via Zoom/Teams/telephone with your usual risk assessor; or 

 Use photographic evidence to accompany the review 

 Reduce any risks identified in the risk assessments to the lowest extent reasonably practicable 

 Create and/or review policies in relation to the matters discussed 

 Ensure that staff are adequately supervised, particularly junior or less experienced employees 

 Establish clear expectations on both sides in relation to communications, working hours, availability etc.
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The case of Maughan and its impact on 

inquests
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Background to the Maughan case

 James Maughan died by hanging in his prison cell

 The Coroner directed that the jury could not reach a ‘short-form conclusion’ because of 

insufficient evidence

 The Coroner therefore invited a ‘narrative conclusion’ 

 Short form conclusion – the cause of death is simply stated 

 Narrative conclusion – provides more detail about the circumstances of death

 Standards of proof

 Criminal standard of proof = sure beyond reasonable doubt

 Civil standard of proof = satisfied when a matter is proved on the balance of probabilities 

(i.e. it is more likely than not) 
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Conclusion of the Inquest

 Prior to Maughan, all short form conclusions (except suicide & unlawful killing) applied the civil 

standard of the balance of probabilities

 Suicide and Unlawful Killing 

 Short form conclusions for these types of death applied the criminal standard of proof (beyond reasonable doubt) 

 On the balance of probabilities, the jury found that James Maughan committed suicide (it was more 

likely than not) 

 Maughan’s brother brought a claim – the ‘narrative conclusion’ of suicide was not open to the jury 

because the criminal standard of proof should have applied

 Basis of claim: the jury should be sure beyond reasonable doubt that James Maughan committed 

suicide before returning a narrative conclusion of suicide
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Court Proceedings

 Divisional Court [2018] EWHC 1955 (Admin)

 Claim dismissed – civil standard applies to short form and narrative conclusions of suicide. It also indicated that the 

same should apply to unlawful killing conclusions

 Court of appeal - [2019] EWCA Civ 809

 Appeal dismissed – civil standard applies to short form and narrative conclusions of suicide. Criminal standard of 

proof for unlawful killing conclusions was still valid. 

 Supreme Court [2020] UKSC 46

 Majority of 3:2 held that the standard of proof for suicide and unlawful killing should be the civil standard of the 

balance of probabilities 

 Lord Kerr and Lord Reed dissenting:

• Criminal standard of proof for suicide/unlawful killing was a statutory rule. 
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Chief Coroner’s Guidance

 Law Sheet Number 6

 Coroner’s need to explain the distinction between criminal proceedings and inquests and reiterate 

the purpose of inquests are to find out: 

• Who the deceased was 

• When the deceased died 

• Where the deceased died 

• How the deceased died

 The civil standard of proof shall be applied to each element of the offence of unlawful killing 

 Where a Crown Court trial has dealt with key issues surrounding the death, the decision to resume 

the inquest should be ‘scrutinised with care’ 

 Whether the inquest resumes will turn on the facts 

 If a jury has acquitted a defendant (i.e. they were not sure beyond reasonable doubt that a 

homicide had been committed) the coroner or jury at an inquest can still conclude that there had 

been an unlawful killing on the balance of probabilities 

 If a defendant was convicted in a criminal trial, the coroner or jury at an inquest cannot then 

conclude that there had not been an unlawful killing 

 Unlawful killing conclusions more likely in the future?

 What will this mean for inquests and investigations?
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Trends in enforcement
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Statistics 

2018-19 2019-20

Cases prosecuted 394 342

Conviction rate 93% (364 out of 394) 95% (325 out of 342) 

Enforcement notices 8,935 7,075

Fine levels £55.3 million £35.8 million

Average fine levels £150,000 £110,000
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What does this mean? 

 HSE less likely to prosecute health and safety offences?

 HSE less likely to issue notices (improvement or prohibition) for health and safety issues?

 HSE is concentrating on cases likely to secure conviction 

 Conviction rates have actually increased by 2% in the last year.  Reverse burden of proof

 7 cases received fines of £1 million or more in 2019/20.  Fines decreased but is this a trend?
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Target areas for enforcement 

‘Priority sectors’: 

 Manufacturing 

 Agriculture (also has an intervention plan) 

 Construction 

 Logistics and transport 

 Public services (health and social care, education, military, emergency services, local/central 

government) 

 Waste and recycling 

Question: Back to normal as Covid controlled?
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HSE Updated Business Plan 2020/21

 Building Safety Regulator to be established as part of HSE to oversee design, construction and 

occupation of high-risk buildings.  

 Occupational lung disease inspections focusing on the metal fabrication and woodworking sectors

 8,000 proactive inspections with a specific focus on:  

 Control of wood dust in the woodworking sector 

 Control of flour dust in the food manufacturing sector 

 Control of welding fumes 

 SMEs carrying out refurbishments 

 Those that have duties under the Construction Design and Management Regulations 2015 

 Fixed and travelling fairgrounds, including inflatables 

 Cybersecurity – protection against major incidents

 Develop a pesticide enforcement function and plan

 Robust regulation of decommissioning/dismantling of off-shore O+G

 Covid checks and inspections
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Mental health 

 Substantial shift towards protecting mental health

 HSE may investigate work-related stress if: 

 A number of staff are experiencing work related stress

 There is evidence of a wider organisational failing towards bullying/harassment (but will generally 

engage ACAS)

 HSE will be obliged to make decisions on any investigations it makes – enforcement possible? 

Question: Is there growing evidence of a problem?
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Recent fines and sentencing update



squirepattonboggs.com

Ahmad 

V

Health & Safety Executive 

Court of Appeal – 3 December 

2020
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Ahmad v Health and Safety Executive

Court of Appeal 3 December 2020 

Facts of case:

• In August 2016, major construction works were being carried out on a 3 storey Victorian building by a 

building owner (the defendant) 

• No prior building regulation approval had been sought 

• No structural survey had been commissioned 

• No risk assessment had been made 

• Following a tip-off, the Council issued a prohibition notice to stop the work

• Following the prohibition notice, and before it could be secured, the building collapsed 

• No one was injured 
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Ahmad v Health and Safety Executive 

Court of Appeal 3 December 2020 

Three offences:

Count 1  Breach of Regulation 19 The Construction (Design and 

Management) Regulations 2014 

Take all practicable steps to prevent a structure collapsing

Count 2  Section 2 Health and Safety at Work etc. Act 1974

Safe systems of work for employees (reasonable practicability)

Count 3  Section 3 Health and Safety at Work etc. Act 1974

Conduct work so that non-employees are not exposed to risks 

to health and safety (reasonable practicability)  
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Ahmad v Health and Safety Executive 

Court of Appeal 3 December 2020 

Prosecution case

 The defendant was in ‘control’ of the site – the defendant told the HSE inspector that it was his site 

 The defendant was the ‘employer’ of the workers at the site 

 The workers were incompetent and had been exploited knowing they were unlikely to complain about 

their working conditions

 A number of documents named the defendant as the person intending to carry out the work 
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Ahmad v Health and Safety Executive 

Court of Appeal 3 December 2020 

Following a question from the jury regarding the definitions of ‘employer’ and ‘independent contractor’, the 

trial judge told the jury that there is no definition of ‘employer’ in the Health and Safety at Work etc. Act 

1974. The judge gave the following direction:  

An independent contractor can be an employee and the defendant can be their employer. It is the 

defendant’s case that he did not employ them. It is the prosecution’s case that he did. 

At first instance Jury finds:

 Counts 1, 2 and 3: Guilty

At first instance Judge :

 Sentenced the defendant to 8 months’ imprisonment to run concurrently on each of the 3 counts 
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Ahmad v Health and Safety Executive 

Court of Appeal 3 December 2020 

Appeal grounds: 

Fresh evidence 

 Undermines the credibility of one of the workers, a key prosecution witness

Conviction

 Trial judge failed to direct the jury on how it should approach the contentious issue in evidence that the 

appellant had attempted to bribe one of the witnesses. Because of the judge’s failure, this had 

undermined the appellant’s credibility 
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Ahmad v Health and Safety Executive 

Court of Appeal 3 December 2020 

Court of Appeal judgment:

 No evidence of third party advisers being ‘in control’ of work on the site 

 Endorsed the direction of the trial judge that independent contractors can be employees 

 An ‘employer’ within the HSWA 1974 is not determined by ascertaining if workers are working under 

contracts of employment 

 Instead, it depends on whether, on an examination of all the relevant facts:

 A person is ‘in control’ of the people working on site, in the sense that they have a right to: 

• Tell them what to do 

• Tell them how to do it

• Tell them when to do it 

• Tell them where to do it 

 Also depends on whether the ‘employer’ is obliged to give them work and pay them for doing it and 

whether the workers are obliged to turn up for work and carry it out (“mutuality of obligations”) 

 Reminder: “employer” can be interpreted widely for the purposes of health and safety obligations 
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R 

V

Connor’s Building & 

Restoration Ltd 

Court of Appeal - 1 July 2020
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R v Connors Building & Restoration Ltd

Court of Appeal 1 July 2020

Facts of case:

• On 2 June 2017, an employee of the defendant company, Graham Daley, was working on a rip saw in 

the new joinery room 

• An offcut piece of timber kicked back and impaled his right leg, hitting the main artery

• He failed to lower the crown guard attached to the saw 

• He failed to use a stand provided to catch the timber as it emerged from the saw 

• He was unable to walk for 4 months and has been left with a limp and shooting pains for life 
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R v Connors Building & Restoration Ltd

Court of Appeal 1 July 2020

Single Count: Section 2 Health and Safety at Work etc. Act 1974.  Safe systems of work for employees 

(reasonable practicability)

Prosecution case: 

 No risk assessment for the ripsaw had been carried out 

 This led to a failure to reduce the risk of kick back 

 Failed to provide adequate training and supervision 

Defence case

 Prosecution not in the public interest and was disproportionate

 If the company were prosecuted, Scottish Power (their only customer) would not renew the company’s 

contract 

 The company would become insolvent and the workforce (42 people) would lose their jobs 

 In fact, the company applied for a stay of proceedings before trial – refused 
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R v Connors Building & Restoration Ltd

Court of Appeal 1 July 2020

At first instance:

 Guilty

 Fined £20,000

 In the ruling, the trial judge noted: 

 In assessing the public interest factors, the HSE inspector was entitled to prosecute 

 It was not for the Court to interfere in that decision unless it amounted to an abuse of process 

 The fact there are alternative enforcement actions (i.e. an improvement notice) does not mean they 

have to be followed 

 The possibility that the company may lose its contract with Scottish Power was speculative



39squirepattonboggs.com

R v Connors Building & Restoration Ltd

Court of Appeal 1 July 2020

Appeal

 4 grounds: 

 1) Judge erred in concluding that the HSE had followed its Enforcement Policy Statement in deciding to 

prosecute – the HSE failed to adequately consider the consequences of prosecution 

 2) Judge erred in finding that the closure of the company following conviction was not oppressive 

 3) Judge erred in finding that decision to prosecute was not Wednesbury unreasonable – it was against 

the public interest 

 4) Judge erred in concluding that the consequences of conviction for the company were matters of 

mitigation (this issue was an error based on a misreading of the judge’s ruling. This ground can 

therefore be disposed of) 
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R v Connors Building & Restoration Ltd

Court of Appeal 1 July 2020

Court of Appeal – dismissed appeal on all grounds 

 Oppression must be shown for there to be an abuse of process – no oppression here because there 

was no evidence that the company would face negative consequences

 The company received one of the Scottish Power contracts for a further 4 years and the other was 

extended 

 HSE is not necessarily acting disproportionately if it decides to prosecute even when guidance provides 

an alternative (i.e. improvement notice) – to be judged according to the extent of breach 

 Low/Medium culpability does not infer that a case is not sufficiently serious to justify prosecution 

 Unemployment figures are not a relevant factor for prosecutors applying the public interest test - workers 

in high unemployment areas would have less protection because HSE enforcement powers would be 

fettered
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Drayton Manor Park Case 



42squirepattonboggs.com

Drayton Manor Park Case

Facts of the case

 On 9 May 2017, 11 year old Evha Jannath was on school trip when she fell out of raft on the Splash 

Canyon water ride  

 She was able to wade to the end of the ride and climb onto a conveyor belt

 Then fell into a section of deeper water and drowned 

 A jury at a previous inquest had found Evha’s death to be accidental; 
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Drayton Manor Park Case

Offence:

Single Count: Section 3 Health and Safety at Work etc. Act 1974

Conduct work so that non-employees are not exposed to risks to 

health and safety (reasonable practicability)
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Drayton Manor Park Case 

Prosecution case

 Inadequate signage for those on the ride 

 Inadequate training for staff 

 An element of understaffing 

 Risk assessment was not suitable and sufficient – didn’t assess/address risk of ejection from ride 

(despite previous incidents) 

 Inadequate control measures to detect a person in water (CCTV only covered half of the ride) 

 No system in place to rescue anyone who had fallen in water 

 Drayton Manor Park Ltd pleaded guilty to breaching s.3(1) HSWA 1974

 Although, “the prosecution's allegations of the extent of the failures and nature of them are something 

that isn't necessarily all agreed…something that the sentencing court will have to grapple with”
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Drayton Manor Park Case 

Sentencing hearing 

Prosecution: 

Defence: 

 Drayton Manor had co-operated with the HSE investigation fully 

 No previous convictions 

 Good character 

 Although admitted that it was a “corporate failing” 

 Turnover - £24 million in 2019 – medium company 

 NB: Drayton Manor Park Ltd was in administration at the time of the sentencing hearing

£950,000£600,000 > £2.5m<
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Drayton Manor Park Case

Sentencing judge 

 Important that lessons are learned and serious of the company’s failing is punished 

 The public and Evha’s family must not be led to think that the offence can be met only be a nominal 

financial penalty (i.e. it needs to be sufficient) 

 There are other similar rides in the UK 

 Fine: £1 million (bearing in mind the early guilty plea) 

 No prospect of the fine being paid

 Reminder: The HSE see a public interest in pursuing investigations and prosecutions even when they 

know there are no funds to pay 
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Any Questions?
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Contact Info Slide

Rob Elvin

Partner

Environmental, Safety & Health

T +44 161 830 5257

E rob.elvin@squirepb.com
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FrESH Law Blog
http://www.freshlawblog.com

Our Blog
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